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socioeconomic vulnerabilities that heighten residents’
exposure to illegal online lending and fraudulent
investment schemes. Utilizing the Participatory Action
Learning and Action Research (PALAR) approach,
the program integrated experiential learning, critical
reflection, group discussions, and locally relevant
case studies to strengthen financial literacy.
Evaluation results indicate substantial improvements
across key indicators, including knowledge of
licensed financial institutions, the ability to identify
illegal financial practices, and overall financial
prudence. These findings demonstrate that
contextualized, community-based financial education
effectively enhances risk awareness and encourages
safer financial behaviour. The program further
provides practical insights for designing scalable and
replicable community financial literacy models
applicable to similar semi-periurban contexts.
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Introduction

The digitalization of financial services in Indonesia has expanded access while
simultaneously increasing consumer exposure to complex risks. The rapid growth of
both licensed and unlicensed digital platforms has been accompanied by a surge in
illegal online lending and fraudulent investment schemes. These unregulated services
often promise quick approval but conceal predatory interest rates, abusive collection

practices, and the absence of legal protection, trapping many individuals in harmful
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debt cycles.

OJK recorded 20,378 complaints related to illegal financial activities in 2025 —
including 16,343 illegal online lending cases and 4,035 investment fraud cases (OJK,
2025). Losses from fraudulent investments reached IDR 142.131 trillion between 2017
and May 2025 (Firmansyah, 2025). Illegal lenders and fraudulent schemes typically
operate without authorization and violate regulatory standards outlined in POJK No.
10/POJK.05/2022 (OJK, 2018; OJK, 2022; OJK, 2023). The prevalence of such practices
is exacerbated by low financial literacy and behavioural biases that undermine risk
assessment (Kaiser & Lusardi (2024).

Although financial inclusion has risen to 76.56 percent, national financial
literacy remains stagnant at 65.43 percent (OJK, 2024) illustrating a persistent access—
understanding gap also evident in developing countries globally (OECD, 2022; World
Bank Group, 2023). Low literacy is linked to poor financial decisions, weak debt
management, and vulnerability to economic shocks (Lusardi & Mitchell, 2014; Afrizal
et al., 2025). Global evidence further shows rising digital fraud driven by limited
financial and digital capabilities (OECD, 2022).

These conditions underscore the need for contextualized, community-based
financial education, particularly for vulnerable and low-income groups (World Bank
Group, 2023). Pematang Johar Village—an economically active semi-periurban area
with high digital use but limited financial and digital literacy —illustrates this
vulnerability. Residents face significant exposure to illegal lending and investment
schemes.

Accordingly, a community financial literacy program was implemented to
strengthen knowledge, protective behaviours, and socio-economic resilience. The
initiative affirms that financial literacy is not only an individual competency but also

a form of social empowerment vital for navigating digital financial risks.

Methods

The community engagement program was conducted on 15 October 2025 at the
Pematang Johar Village Hall in Deli Serdang Regency, North Sumatra, involving 45
participants comprising microenterprise owners, market vendors, informal workers,
village officials, and youth representatives. The program adopted a participatory
learning approach that places concrete experience and critical reflection at the core of
the learning process (Kolb, 2014). Building upon these principles, Zuber-skerritt (2015)
developed the Participatory Action Learning and Action Research (PALAR)
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framework, which emphasizes inclusivity, collaboration, and community
empowerment and has been recognized for its effectiveness in generating
transformative and sustainable change.

In this program, PALAR was employed to encourage active community
participation in understanding digital financial risks, evaluating personal financial
behaviour, and developing collective strategies to prevent involvement in illegal
online lending and fraudulent investment schemes. This approach was not only
educational but also transformative, fostering lasting changes in financial attitudes
and behaviours at the community level.

The implementation consisted of three key stages: (1) Preparation, (2)
Implementation, and (3) Evaluation. Each stage was designed in accordance with the
participatory learning cycle—Concrete Experience, Reflective Observation, Abstract
Conceptualization, and Active Experimentation (Kolb, 2014).

1. Preparation Stage
During the initial phase, the team coordinated with village authorities
to determine participant targets, training venues, and logistical needs. Training
modules were then developed, covering three core topics: fundamental
financial literacy, identification of illegal financial activities, and safe digital
financial practices. These modules were tailored to the needs of the local
community and structured to ensure accessibility and clarity for participants.
The team also developed baseline evaluation instruments, including
pre—post tests and brief interviews, to assess participants’ initial understanding
of financial concepts. To enhance experiential learning, several real-life case
studies—such as Smart Wallet, Indosurya, Alimama, KreditQ, and VTube—
were prepared so participants could learn directly from incidents that had
occurred within their broader social context.
2. Implementation Stage
The training comprised four main sessions delivered over the course of
a full day. The first session introduced basic financial literacy, focusing on
strategies for prudent household financial management. The second session
centered on detecting illegal financial practices through simulations that
enabled participants to identify common characteristics of illegal online
lending and fraudulent investment schemes. In the third session, participants
received training on safe digital financial practices, including how to verify the
legality of financial applications via the official OJK website and CekFintech.id.
The program concluded with a reflective discussion session and the

formulation of a collective action plan, culminating in the establishment of the
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Financial Wisdom Forum (Forum Warga Bijak Finansial) as a community-based
platform for sustaining financial literacy initiatives.
3. Evaluation Stage

Program evaluation was conducted using pre—post tests to measure
changes in participants’ knowledge following the training. Group interviews
were carried out to capture shifts in perceptions and to document participants’
experiences throughout the learning process. Three weeks after the training,
the team conducted a field observation to assess the follow-up activities of the
Financial Wisdom Forum and to observe how participants had begun applying
their newly acquired knowledge in daily financial decision-making. This multi-
layered evaluation approach enabled a comprehensive assessment of program

effectiveness and helped identify areas requiring additional community

support.
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Results

The findings of the financial literacy education program indicate that low levels
of financial literacy and widespread exposure to illegal online lending and fraudulent
investment schemes form part of a broader national challenge, as reflected in the high
volume of reports and substantial financial losses associated with illegal financial
practices. These conditions highlight the persistent financial vulnerability faced by
communities and reinforce the urgency of sustained, structured educational
interventions at the community level. In this context, financial literacy emerges as a
strategic priority for systemic prevention. For Pematang Johar Village —characterized
by a large population of microentrepreneurs, informal workers, and digitally active
youth—such interventions are particularly relevant, as these economically productive
groups frequently encounter urgent liquidity needs and elevated risks associated with
digital financial platforms.

The program implemented in Pematang Johar on 15 October 2025 produced
substantial improvements across three key dimensions: knowledge of licensed
financial institutions, the ability to identify illegal online lending and investment

schemes, and financial prudence. Table 1 summarizes the changes observed:
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Table 1. Pre- and Post-Training Outcomes of the Financial Literacy Program in Desa

Pematang Johar

. Before After
Indicator . L. Improvement
Training Training
Knowledge of legal financial
R 28% 88% +60%
Institutions
Ability to identity illegal

o 34% 91% +57%

lending/investment

Financial prudence 52% 84% +32%

Source: Field Data, 2025

Evaluation results demonstrate significant gains in participants” competencies
following the training. Knowledge of legal financial institutions increased from 28
percent to 88 percent—a 60 percent improvement. Similarly, the ability to recognize
illegal online lending and fraudulent investment schemes rose from 34 percent to 91
percent, representing a 57 percent increase in risk detection capacity. Financial
prudence also improved meaningfully, rising from 52 percent to 84 percent, an
increase of 32 percent. Collectively, these outcomes affirm the program’s effectiveness

in strengthening participants” financial literacy, vigilance, and behavioural readiness.

Discussion

The success of the program can be attributed to its reliance on real-world case
studies involving illegal lending and fraudulent investments, which allowed
participants to grasp financial risks through concrete examples. The relevance of the
training was further reinforced by the exclusive use of Indonesian cases, facilitating
direct applicability to participants” daily financial decisions. The establishment of the
Pematang Johar Financial Wisdom Forum also fostered a new social norm that
encourages ongoing financial caution among community members. In addition, the
program equipped participants with practical verification tools —such as checking
financial service legality via OJK platforms and documenting suspicious offers—
which strengthened their capacity to independently prevent financial misconduct.

The results align closely with evidence-based literature on financial education.
First, the behavioural improvements observed correspond with findings from meta-

analytic studies showing that financial education consistently increases financial
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knowledge and, albeit to a lesser extent, positively influences financial behaviour.
Kaiser & Menkhoff (2017) documented significant effects on both knowledge and
financial actions, while Sun et al. (2020) underscored the importance of relevant,
context-specific financial education in helping individuals navigate financial
products, services, and activities. These findings reinforce the notion that
systematically designed financial literacy interventions can generate measurable and
sustained behavioural change. Although initial behavioural improvements were
evident—such as budgeting and verification of financial services—ongoing
monitoring remains essential to ensure medium-term behavioural internalization.

Second, the results reaffirm that digitally active yet financially underserved
productive-age adults remain the most vulnerable demographic. Recent studies show
that financial literacy —particularly digital financial literacy —directly influences
financial decision-making, investment behaviour, and credit management.
Abdurrahman & Nugroho (2024) found digital financial literacy to be a significant
determinant of financial well-being among young digital users. Similarly, Rahmiyati
& Somodiharjo (2025) concluded that financial literacy is a key predictor of investment
decision quality among young adults exposed to diverse digital financial instruments.
Supporting this studi Imawan et al. (2025), demonstrated that targeted education and
technology-assisted interventions can effectively improve financial literacy among
productive-age adults; without such interventions, this group remains highly
vulnerable to digital financial risks. These findings underscore the strategic
importance of focusing interventions on productive cohorts who, despite being
economically active, face disproportionate digital exposure.

Third, understanding the modus operandi of illegal financial schemes is
critical, as individuals often fall victim not only due to limited information but also
due to emotional triggers, excessive digital trust, and urgent financial pressures.
Recent evidence by Puri et al. (2025) demonstrates that platform trust, high digital
engagement, and emotional influence significantly increase user susceptibility to
financial fraud such as illegal online lending and fraudulent investments. Victims also
experience profound psychological impacts—including shame, loss of trust, and
anxiety —which hinder reporting and recovery efforts (Akbar et al.,, 2025). The
program’s explicit emphasis on identifying warning signs —such as promises of quick
profits, urgent demands, and misuse of personal data—helped participants sharpen
their risk recognition skills.

Fourth, the magnitude of national economic losses caused by financial fraud
highlights the essential role of community-based preventive interventions. Local

financial education programs provide a strategic complement to government law-
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enforcement efforts by strengthening grassroots resilience.

Finally, the effectiveness of community-based approaches in this program is
evident in the strong peer-learning interactions and the high contextual relevance of
the training materials. These findings align with OECD/INFE (2023), which
emphasizes that small-group, community-based financial learning enhances
comprehension by enabling participants to exchange real-life experiences. Garcia &
Pérez-Oleaga (2025) further argue that financial literacy initiatives are most effective
when delivered through contextual and participatory methods such as group
discussions and case-based learning, which deepen understanding and promote
behavioural change. The peer-supported, locally grounded approach adopted in this
program thus constitutes a key strategy for cultivating sustainable financial
behaviour.

Taken together, these results suggest that financial literacy programs designed
to be contextualized, community-based, and continuous offer the strongest potential
for reducing financial vulnerability, particularly among digitally active productive
populations. Such approaches not only enhance knowledge but also reinforce safer
and more adaptive financial behaviour. The implications are clear: future financial
literacy initiatives should integrate participatory learning, real-world case studies,
and community follow-up mechanisms, while also aligning with expanded access to
legal financial services. This integrated model ensures that financial literacy efforts
extend beyond knowledge transfer to foster systemic improvements in household and

community financial resilience.

Conclusion

The financial literacy education program implemented in Pematang Johar
Village has proven effective in enhancing community knowledge, awareness, and
financial prudence in relation to the risks posed by illegal online lending and
fraudulent investment schemes. Through the PALAR approach, which emphasizes
experiential learning, participants not only gained a foundational understanding of
financial concepts but also developed the ability to identify the various forms of illegal
financial practices that proliferate in the digital era. The increase in knowledge and
improvements in financial behaviour demonstrate that community-based education
can significantly strengthen economic resilience and legal awareness within rural and
semi-periurban communities.

The program’s success is further reflected in the establishment of the Pematang

Johar Financial Wisdom Forum, which serves as a sustained platform for financial
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education and community-level advocacy. Moving forward, similar initiatives should
be expanded by integrating them into local government policies and OJK’s financial
education agenda to ensure long-term continuity. The experiential learning model
should be replicated in other regions with the support of higher education institutions
as implementation partners, while the capacity of local community facilitators must
be strengthened so they can function effectively as financial literacy agents. In
addition, leveraging local digital media can broaden outreach, and ongoing
collaboration between regulators, financial institutions, and educational organizations
is essential to fostering a healthy and inclusive financial ecosystem.

In sum, community-based financial literacy programs not only increase
knowledge but also function as a form of social empowerment, cultivating
communities that are more self-reliant, vigilant, and financially capable in navigating

the challenges of the digital economy.
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